
List of Commands in iWars

Commands are the messages that are sent by the Player to the Monitor.

A command causes the monitor to take an action.

The action taken depends on the command and the arguments sent along with the command.

The result of the action is sent back to the Player by the Monitor.

Commands in iWars are divided into 6 categories or menus.

The following is the list of menus in iWars.

1. Login

2. Authentication

3. Assets

4. Espionage

5. Territory

6. War

Commands in the login menu:

Command Name Description Result

IDENT ARG1 ARG2 This command is used to send a 
Client's identity to the Monitor. 
A Client's identity is not a 
secret---like a username, it is 
the method by which others 
(including the Monitor) identify 
the Client. ARG1 is the identity 
(aka username). ARG2 is 
optional. If ARG2 is sent, it 
should be the Client's portion 
that is needed to do shared-
secret discovery.

The result is RESULT: IDENT 
ARG1 ARG2. ARG2 is optional, 
and only appears if 
cryptography was requested. If 
it was requested, then ARG2 
will be the public key that the 
Client needs to do shared 
secret discovery. 

PASSWORD ARG1 This command is used to 
transmit a Client's password to 
the Monitor. ARG1 is the 
Client's password. The Monitor 
sometimes sends REQUIRE: 
PASSWORD after a successful 
IDENT command. Note that this 
command is a bootstrap for 
secure communications with 
the Monitor later, so the Client 
should use other means to 
verify that the request 
definitely came from the 
Monitor

The result is RESULT: 
PASSWORD ARG1 which is sent 
in the Message Group following 
the Command invocation. ARG1 
is an alphanumeric string with 
no whitespace that is the 
Client-specific Monitor 
password (sometimes called a 
"cookie"). This password 
("cookie") is different from the 
Client's own password. This 
password ("cookie") should be 
used with the ALIVE command 
to identify the Client to the 
Monitor.



HOST_PORT ARG1 ARG2 This command is always sent by 
an Active Client process of a 
Client to the Monitor. It is used 
by the sender to inform 
receiver (usually the Monitor) 
what hostname and port the 
sender currently lives on. ARG1 
should be the fully qualified 
DNS name of the host where 
the server process of the 
sender is running. ARG2 should 
be the integer port number 
(between 2048 and 65000, 
inclusive) where the server 
Socket for the sender is running 
on. Note: This command will 
only be successful if there is 
currently a server process for 
the sender running on the given 
hostname and port.

The result is RESULT: 
HOST_PORT Command 
succeeded.

ALIVE ARG1 This Command is sent to 
indicate to the Monitor that the 
Client is alive. ARG1 should be 
the Client-specific Monitor 
password ("cookie") that was 
given to the Client by the 
Monitor as a RESULT: of the 
PASSWORD command. If ARG1 
is not the right password 
("cookie"), a 
COMMAND_ERROR: will be 
sent and the Client will not be 
counted as alive.

The result is RESULT: ALIVE 
Identity has been verified

CHANGE_PASSWORD ARG1 
ARG2

This command is used to 
request a change in the Client 
password and the Client-
specific Monitor password. 
ARG1 is the Client's old 
password (the one currently in 
use). ARG2 is the new password 
that the Client would like to use 
from this time forward. Note 
that the password is only 
changed if the command 
successfully returns a RESULT: 
directive in the next message 
group.

The result is RESULT: 
CHANGE_PASSWORD ARG1 
which is sent in the Message 
Group following the Command 
invocation. ARG1 is an 
alphanumeric string with no 
whitespace that is the Client-
specific Monitor password 
(sometimes called a "cookie"). 
This new Client-specific 
Monitor password will be 
different from before. The 
CHANGE_PASSWORD 
command not only allows the 
Client to change the Client 
password, but also 
automatically changes the 
Client-specific Monitor 



password ("cookie"). Note that 
Clients should be careful with 
this command. It is 
recommended that it be sent 
first in any set of transactions. 
Some Clients have abused the 
fact that the Monitor gives 180 
seconds for a connection, 
however, connections should 
never last that long. If the 
CHANGE_PASSWORD 
command is sent at the end of 
one of these "marathon" 
connections, Clients may be cut 
off before they can receive the 
new Monitor password and 
may be locked out of the game.

QUIT This command terminates the 
current connection.

The result is RESULT: QUIT In 
addition, note that the Message 
Group that follows this 
Command will not contain the 
WAITING: directive, as the 
connection will be closed.

SIGN_OFF This command is used to tell 
the Monitor to "forget about 
the Client". The Monitor 
"forgets about the Client" in 
two ways. First, it forgets what 
host and port the Client's 
Passive Server is on. This means 
that the HOST_PORT will be 
REQUIRE: the next time the 
Client connects to the Monitor 
with an Active Client 
connection. In addition, the 
Monitor will "forget about the 
Client" by invalidating the 
current Client-specific Monitor 
password for the Client. This 
means that the Client will get a 
PASSWORD command 
REQUIRE: the next time that 
the Client connects to the 
Monitor with an Active Client 
connection. Note that if a Client 
executes this command, the 
Monitor will consider that it is 
not alive, until a HOST_PORT 
command is sent.

The result is RESULT: SIGN_OFF 
in the message group following 
the command invocation.

HELP This command is used to get a 
list of all the commands that 

The result is a list of the names 
of the commands that can be 



can be sent to the monitor. sent to the monitor.

Commands in the Authentication Menu:

Command Name Description Result

GET_GAME_IDENTS This command is used to get a 
list of identities of Clients in the 
current game. This is useful, for 
example, if a Client wants to 
know who can be traded with.

The result is RESULT: 
GET_GAME_IDENTS ARG1 ... 
ARGN There will be N 
arguments in the response. 
Each argument will be the 
identity of another Client that is 
currently in the game.

GET_CERTIFICATE ARG1 Request for the certificate of a 
Client with identity ARG1. If 
ARG1 is monitor then the 
Monitor's certificate is 
returned.

The result is the following: 
RESULT: CERTIFICATE ARG1 
ARG2 where ARG1 is the Client 
identity named in the request 
and ARG2 is the certificate 
signed by the Monitor. If ARG1 
has not made a certificate the 
response will be either "ARG1 
has not Certificate registered" 
or "No monitor certificate 
loaded".

MAKE_CERTIFICATE ARG1 ARG2 Request to make a certificate 
for this Client. ARG1 is the 
Client's pubic key v value (ZKP) 
or e value (RSA) and ARG2 is 
the public key n value.

The result is the following: 
RESULT: CERTIFICATE ARG1 
ARG2 where ARG1 is this 
Client’s identity and ARG2 is the 
certificate signed by the 
Monitor.

GET_MONITOR_KEY Request for the modulus 
component of the Monitor's 
RSA public key.

The result is the following: 
RESULT: MONITOR_KEY n 
where n is the modulus.

PUBLIC_KEY ARG1 ARG2 This command is used by a 
trade initiator to respond to the 
Monitor's request for 
authentication during the 
beginning of a trade request. 
ARG1 is the trade-initiator's 
public key v value (ZKP) or e 
value (RSA) and ARG2 is the n 
value (modulus).

The result is forwarded to the 
subject of the trade.

ROUNDS ARG1 This command is sent by the 
subject after receiving the 
trade-initiator's public key. 
ARG1 is the number of rounds 
to continue the zero-knowledge 
exchange for authenticating the 
trade-initiator.

The result is forwarded to the 
initiator of the trade.

AUTHORIZE_SET ARG1 ... ARGN This command is sent by the 
trade initiator of a trade after 

The set is forwarded to the 
subject of the trade.



receiving the subject's number-
of-rounds N (ZKP) or challenge 
(RSA). The number of 
arguments must equal N (ZKP) 
or 1 (RSA). For ZKP each 
argument is a number that is 
the square of a random number 
taken modulo the trade-
initiator's public key value n. 
Observe this is not a set but a 
list: the order of arguments 
matters. For RSA the argument 
is a random number.

SUBSET_A ARG1 ... ARGO This command is sent by the 
subject after receiving the 
trade-initiator's authorize set in 
the case of ZKP authentication 
only. The number of arguments 
is no greater than the number 
of rounds. Each argument is an 
index into the authorize set. 
They are expected to be in 
increasing order and chosen 
randomly.

This set is forwarded to the 
trade-initiator of the trade.

SUBSET_K ARG1 ... ARGO This command is sent by the 
trade initiator in response to 
the trade subject's SUBSET_A 
message in the case of ZKP 
authentication only. The trade-
initiator multiplies its private 
key by the random numbers 
matching indices listed in the 
SUBSET_A message, modulo n, 
and returns the results, in 
proper order, as arguments of 
this command.

The set is forwarded to the 
subject along with the 
SUBSET_J set, described next, 
in the same message group.

SUBSET_J ARG1 ... ARGP This command is sent by the 
trade initiator in response to 
the trade subject’s SUBSET_A 
message and following a 
SUBSET_J message in the case 
of ZKP authentication only. The 
trade-initiator computes values 
for random numbers whose 
indices are not in the previously 
sent SUBSET_A message from 
the subject.

The set is forwarded to the 
subject in the same message 
group as the SUBSET_K 
command described above. The 
subject will respond by either 
accepting or declining the trade 
request.

CHALLENGE ARG1 This command is sent by the 
subject of a trade to the trade’s 
trade-initiator in the case of 
RSA authentication. ARG1 is a 

The number is forwarded to the 
trade initiator of the trade



random number.

CHALLENGE_RESPONSE ARG1 This command is sent by the 
trade initiator. The initiator 
signs the challenge sent by the 
subject using his private key. 
This signed value is sent as 
ARG1. 

The number is forwarded to the 
subject of the trade. The 
subject will verify if the 
challenge was indeed signed by 
the initiator and then respond 
by either accepting or declining 
the trade request.

BECOME_MEMBER This command is used to 
become a member of the 
United Nations.

The result is RESULT: 
BECOME_MEMBER Became a 
member of the UN successfully.

END_MEMBERSHIP This command is used to end 
the membership with the 
United Nations.

The result is RESULT: 
END_MEMBERSHIP Ended 
membership with the UN.

GET_MEMBER_IDENTS This command is used to get a 
list of identities of Clients in the 
current game that are members 
of the UN.

The result is RESULT: 
GET_MEMBER_IDENTS ARG1 ... 
ARGN. There will be N 
arguments in the response. 
Each argument will be the 
identity of another Client that is 
a member of the UN.

FILE_GRIEVANCE ARG1 This command is used to lodge 
a formal complaint against 
another player to the 
International Court of Justice 
(ICJ). ARG1 is the message that 
contains the complaint.

The result is RESULT: FILE_ 
GRIEVANCE Grievance filed 
successfully. 
The Monitor delivers this 
message to the ICJ and also 
stores it in the Grievance 
database.

LOAN_APPLICATION ARG1 This command is used to apply 
for a loan from the World Bank. 
ARG1 is the message that 
contains the loan application.

The result is RESULT: 
LOAN_APPLICATION Loan 
application filed successfully. 
The Monitor delivers this 
message to the World Bank and 
also stores it in the Loan 
Application database.

LOAN_SANCTION ARG1 ARG2 This command is used by the 
World Bank to notify the player 
specified by ARG1 if their loan 
is sanctioned. The term and 
conditions can be sent as a 
message specified by ARG2.

The result is RESULT: 
LOAN_SANCTION Message sent 
successfully. 
The Monitor delivers this 
message to the intended 
recipient and also stores it in 
the Loan Sanction database.

MAKE_ANNOUNCEMENT ARG1 
ARG2

This command is used by the 
UN to make announcements. 
ARG1 specifies the group that 
the announcement is for and 
ARG2 is the announcement.
The possible groups are 
Members, Non Members and 
All.

The result is RESULT: 
MAKE_ANNOUNCEMENT 
Announcement sent 
successfully. 
The Monitor delivers this 
message to the intended 
recipient and also stores it in 
the Announcements database.



Commands in the Assets Menu:

Command Name Description Result

PLAYER_STATUS This command is used to check 
on the status of the sender's 
wealth.

The result is RESULT: 
PLAYER_STATUS ARG1 which is 
sent in the message group 
following the command 
invocation. The ARG1 is in the 
format: RESOURCE_0 
AMOUNT_0 RESOURCE_1 
AMOUNT_1 ... RESOURCE_9 
AMOUNT_9 where RESOURCE_i 
is the alphanumeric string of one 
of the 10 resources, and 
AMOUNT_i is the amount of that 
resource the sender currently 
has.

CIVILIAN_INFO This command is used to find 
the information about the 
civilians that can be trained by 
a player.

The result is RESULT: 
CIVILIAN_INFO MAX_CAPACITY 
ARG1 TRAINED ARG2 TRAINING 
ARG3 IDLE ARG4 WORKING ARG5 
IN_TRANSIT ARG6.
Where ARG1 is the maximum 
number of civilians that a player 
can train, ARG2 is the number of 
civilians that have already been 
trained, ARG3 is the number of 
civilians currently undergoing 
training, ARG4 is the number of 
civilians idle, ARG5 is the number 
of civilians working and ARG6 is 
the number of civilians that are 
in transit.

TRAIN_CIVILIANS TOWNHALL 
ARG1

This command is used to train 
civilians in the Townhall. ARG1 
is used to specify the number 
of civilians to be trained.

The result is RESULT: 
TRAIN_CIVILIANS ARG1 civilians 
will be trained in ARG2 minutes.
ARG1 is the number of civilians to 
be trained and ARG2 is the time 
required to train the ARG1 
civilians. ARG2 will depend on 
the civilian training speed of the 
player’s townhall.

TOWNHALL_INFO This command is used to check 
on the information related to a 
player’s townhall.

The result is RESULT: 
TOWNHALL_INFO 
TOWNHALL_CAPACITY ARG1 
TOWNHALL_SPEED ARG2 
TOWNHALL_TRAINING ARG3
TOWNHALL_UPGRADE_COST 
ARG4 



TOWNHALL_UPGRADE_CAPACITY 
ARG5 
TOWNHALL_UPGRADE_SPEED 
ARG6
ARG1 specifies the capacity of 
the player’s townhall. ARG2 
specifies the speed of the 
player’s townhall, ARG3 specifies 
the number of civilians getting 
trained in the townhall, ARG4 
specifies the cost required to 
upgrade the townhall, ARG5 
specifies the new capacity after 
the upgrade, ARG6 specifies the 
new speed after the upgrade.

UPGRADE_TOWNHALL This command is used to 
upgrade the player’s townhall 
in exchange for Rupyulars.

The result is RESULT: 
UPGRADE_TOWNHALL Townhall 
upgraded successfully.
If the player does not have 
enough Rupyulars for the 
upgrade, this command may 
result in a command error.

SOLDIER_INFO This command is used to find 
the information about the 
soldiers that can be trained by 
a player.

The result is RESULT: 
SOLDIER_INFO MAX_CAPACITY 
ARG1 TRAINED ARG2 TRAINING 
ARG3 READY ARG4 DEPLOYED 
ARG5 SERVING ARG6 IN_TRANSIT 
ARG7.
Where ARG1 is the maximum 
number of soldiers that a player 
can train, ARG2 is the number of 
soldiers that have already been 
trained, ARG3 is the number of 
soldiers currently undergoing 
training, ARG4 is the number of 
soldiers ready, ARG5 is the 
number of soldiers deployed on a 
player’s own territories for 
defence, ARG6 is the number of 
soldiers that are attacking 
someone else’s territories for 
attack and ARG7 is the number of 
soldiers that are in transit.

TRAIN_SOLDIERS POST ARG1 This command is used to train 
soldiers in the Post. ARG1 is 
used to specify the number of 
soldiers to be trained.

The result is RESULT: 
TRAIN_SOLDIERS ARG1 soldiers 
will be trained in ARG2 minutes.
ARG1 is the number of soldiers to 
be trained and ARG2 is the time 
required to train them. ARG2 will 
depend on the soldier training 
speed of the player’s post.



POST_INFO This command is used to check 
on the information related to a 
player’s post.

The result is RESULT: POST_INFO 
POST_CAPACITY ARG1 
POST_SPEED ARG2 
POST_TRAINING ARG3
POST_UPGRADE_COST ARG4 
POST_UPGRADE_CAPACITY ARG5 
POST_UPGRADE_SPEED ARG6
ARG1 specifies the capacity of 
the player’s post. ARG2 specifies 
the speed of the player’s post, 
ARG3 specifies the number of 
soldiers getting trained in the 
post, ARG4 specifies the cost 
required to upgrade the post, 
ARG5 specifies the new capacity 
after the upgrade, ARG6 specifies 
the new speed after the upgrade.

UPGRADE_POST This command is used to 
upgrade the player’s post in 
exchange for Rupyulars.

The result is RESULT: 
UPGRADE_POST Post upgraded 
successfully.
If the player does not have 
enough Rupyulars for the 
upgrade, this command may 
result in a command error.

SEND_CIVILIANS ARG1 ARG2 
ARG3

This command is used to send 
civilians to another player. 
ARG1 is the identity of the 
recipient, ARG2 is the number 
of civilians to be sent and 
ARG3 is the mode of transport.

The result is RESULT: 
SEND_CIVILIANS Civilians voyage 
started.
The number of transport vehicles 
used and the time it will take for 
the voyage to complete is 
notified by the Monitor to both 
the players.

SEND_SOLDIERS ARG1 ARG2 
ARG3

This command is used to send 
soldiers to another player. 
ARG1 is the identity of the 
recipient, ARG2 is the number 
of soldiers to be sent and 
ARG3 is the mode of transport.

The result is RESULT: 
SEND_SOLDIERS Soldiers voyage 
started.
The number of transport vehicles 
used and the time it will take for 
the voyage to complete is 
notified by the Monitor to both 
the players.

SEND_RAW_MATERIALS ARG1 
ARG2 ARG3A ARG3B … ARGNA 
ARGNB

This command is used to send 
resources to another player. 
ARG1 is the identity of the 
recipient, ARG2 is the mode of 
transport, ARG3A is the name 
of first resource to be sent and 
ARG3B is the quantity of first 
resource to be sent and so on.

The result is RESULT: 
SEND_RAW_MATERIALS Raw 
materials transfer initiated.
The number of transport vehicles 
used and the time it will take for 
the voyage to complete is 
notified by the Monitor to both 
the players.

SEND_MONEY ARG1 ARG2 This command is used to send 
money to another player 
without using the transport 

The result is RESULT: 
SEND_MONEY Payment made 
successfully.



mechanisms.
ARG1 is the identity of the 
recipient and ARG2 is the 
amount of Rupyulars to be 
sent.
The sender needs to have a 
bank to use this command.

The Monitor also sends a 
notification to the recipient 
about the transfer of money.

SEND_MESSAGE ARG1 ARG2 This command is used to send 
a message to another player 
via the Monitor.
ARG1 is the identity of the 
recipient and ARG2 is the 
message.
The sender needs to have a 
communication center to use 
this command.

The result is RESULT: 
SEND_MESSAGE Message sent 
successfully.
The Monitor sends the message 
as a notification to the recipient.

Commands in the Espionage Menu:

Command Name Description Result

RANDOM_PLAYER_HOST_ 
PORT

This command is used to ask 
the Monitor for a host port of 
some random identity. This is 
useful when a Client wishes to 
go to war with another Client, 
as in these cases, it is necessary 
to know the host and port of 
the Client to be fought. A 
COMMAND_ERROR occurs if a 
Client has recently invoked this 
same command.

The result is RESULT: 
RANDOM_PLAYER_HOST_PORT 
ARG1 ARG2 ARG3 ARG1 will be 
the identity of the Client, ARG2 
will be the most recent host on 
which that Client has been 
seen, and ARG3 will be the port 
on which that Client lives 
and/or the host and port where 
that Client was most recently 
seen.

PLAYER_HOST_PORT ARG1 This command is used to ask 
the Monitor for a host port of 
some given Client's identity. 
The command costs one 
computer resource. A 
COMMAND_ERROR occurs if 
the Client issuing the command 
does not have adequate 
computer resources. A 
COMMAND_ERROR also occurs 
if the identity is not known 
and/or the requested Client is 
not currently alive. Note that 
the computer resource is taken 
even if the identity is not 
known or the Clients is not 
alive.

The result is RESULT: 
PLAYER_HOST_PORT ARG1 
ARG2 ARG3 ARG1 will be the 
identity of the Client, ARG2 will 
be the most recent host on 
which that Client has been 
seen, and ARG3 will be the port 
on which that Client lives 
and/or the host and port where 
that Client was most recently 
seen.

PLAYER_PASSWORD_CRACK 
ARG1 ARG2

This command is used to make 
an attempt to get the 

The result is RESULT: 
PLAYER_PASSWORD_CRACK 



information about the 
password of an enemy Client. 
ARG1 is the identity of the 
Client whose status to crack. 
ARG2 is the number of 
computer resources to spend 
on this attempt. The computer 
resources will be lost, 
regardless of whether or not 
the crack attempt succeeds. 
The more computer resources 
committed, the greater the 
chance of success. A 
COMMAND_ERROR occurs if 
the Client issuing the command 
does not have at least the 
amount of computer resources 
requested or if the identity is 
unknown.

ARG1 ARG2 STRING. ARG1 is 
the identity of the Client whose 
password was to be cracked. 
ARG2 will be either SUCCEEDED 
or FAILED. If ARG2 is 
SUCCEEDED, then STRING will 
reveal the first X characters of 
the other player’s password. 
Where X is set by the contest 
administrator.

PLAYER_COOKIE_CRACK ARG1 
ARG2

This command is used to make 
an attempt to get the 
information about the 
authentication token or cookie 
of an enemy Client. ARG1 is the 
identity of the Client whose 
status to crack. ARG2 is the 
number of computer resources 
to spend on this attempt. The 
computer resources will be lost, 
regardless of whether or not 
the crack attempt succeeds. 
The more computer resources 
committed, the greater the 
chance of success. A 
COMMAND_ERROR occurs if 
the Client issuing the command 
does not have at least the 
amount of computer resources 
requested or if the identity is 
unknown.

The result is RESULT: 
PLAYER_COOKIE_CRACK ARG1 
ARG2 STRING. ARG1 is the 
identity of the Client whose 
cookie was to be cracked. ARG2 
will be either SUCCEEDED or 
FAILED. If ARG2 is SUCCEEDED, 
then STRING will reveal the first 
X characters of the other 
player’s cookie. Where X is set 
by the contest administrator.

PLAYER_STATUS_CRACK ARG1 
ARG2

This command is used to make 
an attempt to get the Client 
status information of an enemy 
Client. ARG1 is the identity of 
the Client whose status to 
crack. ARG2 is the number of 
computer resources to spend 
on this attempt. The computer 
resources will be lost, 
regardless of whether or not 
the crack attempt succeeds. 

The result is RESULT: 
PLAYER_STATUS_CRACK ARG1 
ARG2 STRING ARG1 is the 
identity of the Client whose 
status was to be cracked. ARG2 
will be either SUCCEEDED or 
FAILED. If ARG2 is SUCCEEDED, 
then STRING will be equivalent 
to the result string for the 
PLAYER_STATUS command, 
however, the status will of 



The more computer resources 
committed, the greater the 
chance of success. A 
COMMAND_ERROR occurs if 
the Client issuing the command 
does not have at least the 
amount of computer resources 
requested or if the identity is 
unknown.

course be for cracked Client, 
ARG1.

TERRITORY_STATUS_CRACK 
ARG1 ARG2

This command is used to find 
information about the statuses 
of all territories owned by a 
player.
The name of the player is 
specified by ARG1. Number of 
computers to be used for the 
crack is specified by ARG2.
The more the number of 
computers used, the better is 
the chance of the crack to be 
successful. 

The result is RESULT: 
TERRITORY_STATUS_CRACK 
ARG1 ARG2 where ARG1 is the 
name of the other player and 
ARG2 is the success or error 
message.
The crack is unsuccessful if the 
player name is incorrect or if 
the player does not have the 
number of computers specified.
If the crack is successful, the 
response is the same as the 
TERRITORY_STATUS command, 
but for the other player.

TERRITORY_INFO_CRACK ARG1 
ARG2 ARG3

This command is used to find 
information about the territory 
owned by a player.
The name of the player is 
specified by ARG1.
The territory ID for which the 
information is requested is 
specified by ARG2 and the 
number of computers to be 
used for the crack is specified 
by ARG3.
The more the number of 
computers used, the better is 
the chance of the crack to be 
successful.

The result is RESULT: 
TERRITORY_INFO_CRACK ARG1 
ARG2 where ARG1 is the name 
of the other player and ARG2 is 
the success or error message.
The crack is unsuccessful if the 
player name is incorrect or if 
the player does not have the 
number of computers specified 
or if the territory id is incorrect.
If the crack is successful, the 
response is the same as the 
TERRITORY_INFO command, 
but for the other player.

CIVILIAN_INFO_CRACK ARG1 
ARG2

This command is used to find 
the information about the 
civilian trained by a player.
The name of the player is 
specified by ARG1. Number of 
computers to be used for the 
crack is specified by ARG2.
The more the number of 
computers used, the better is 
the chance of the crack to be 
successful. 

The result is RESULT: 
CIVILIAN_INFO_CRACK ARG1 
ARG2 where ARG1 is the name 
of the other player and ARG2 is 
the success or error message.
The crack is unsuccessful if the 
player name is incorrect or if 
the player does not have the 
number of computers specified.
If the crack is successful, the 
response is the same as the 
CIVILIAN_INFO command, but 
for the other player.



SOLDIER_INFO_CRACK ARG1 
ARG2

This command is used to find 
the information about the 
soldiers trained by a player.
The name of the player is 
specified by ARG1. Number of 
computers to be used for the 
crack is specified by ARG2.
The more the number of 
computers used, the better is 
the chance of the crack to be 
successful. 

The result is RESULT: 
SOLDIER_INFO_CRACK ARG1 
ARG2 where ARG1 is the name 
of the other player and ARG2 is 
the success or error message.
The crack is unsuccessful if the 
player name is incorrect or if 
the player does not have the 
number of computers specified.
If the crack is successful, the 
response is the same as the 
SOLDIER_INFO command, but 
for the other player.

VIEW_RISK This command is used to view 
the risk of discovery associated 
with a cyber-attack for a player.

The result is RESULT: 
VIEW_RISK ARG1 where ARG1 
is the risk value.
A higher value indicates a 
higher chance of getting 
discovered while performing a 
cyber-attack.

Commands in the Territory Menu:

Command Name Description Result

EXPLORE_TERRITORY ARG1 This command is used to find 
territories.
ARG1 is the number of civilians 
the player wishes to send out 
for exploration.

The result is RESULT: 
EXPLORE_TERRITORY ARG1.
ARG1 indicates the estimated 
time required to find the 
territory.
Once the territory is found, the 
monitor informs the player by 
sending out a notification.

TERRITORY_INFO ARG1 This command is used by a 
Client, to find the details of the 
territory indicated by ARG1

The result is RESULT: 
TERRITORY_INFO Id <ARG1> 
Building_Name <ARG2> 
Civilians_Working <ARG3> 
Max_Civilians <ARG4> 
Soldiers_Deployed <ARG5> 
Max_Soldiers <ARG6> 
Weapons_Deployed <ARG7> 
Vehicles_Deployed <ARG8> 
Status <ARG9>
The ARGs display the values 
corresponding to the attribute 
preceding it. 

TERRITORY_STATUS This command is used to find 
the statuses of all the 
territories controlled by the 
player.

The result is RESULT: 
TERRITORY_STATUS ARG1a 
ARG1b … ARGNa ARGNb
Where ARG1a is the ID and 
ARG1b is the status of territory 



1 and so on. 

BUILD ARG1 ARG2 This command is used to build a 
building specified by ARG2 on a 
territory specified by ARG1

The result is RESULT: BUILD 
ARG1 where ARG1 is the 
success or error message.
An error message is displayed if 
the territory id is incorrect, 
building name is incorrect or if 
the player does not have 
enough resources to build the 
building. 

EXPAND_TERRITORY ARG1 This command is used to 
expand the territory specified 
by ARG1.

The result is RESULT: EXPAND_ 
TERRITORY ARG1.
ARG1 is the success or error 
message.
An error message is displayed if 
the territory id is incorrect or if 
the player does not have 
enough resources required for 
expansion.
In case of a successful 
execution of the command, the 
territory is expanded and the 
max civilian capacity and max 
soldier capacity for the territory 
are increased.

DEPLOY_CIVILIANS ARG1 ARG2 This command is used to deploy 
civilians on a territory specified 
by ARG1.
The number of civilians to 
deploy is specified by ARG2.

The result is RESULT: 
DEPLOY_CIVILIANS ARG1.
ARG1 is the success or error 
message. The deployment is 
unsuccessful if the territory ID 
is incorrect or if the player does 
not have sufficient number of 
idle civilians for deployment.
In case of a successful 
execution of the command, 
civilians are deployed on the 
territory and they start working 
in the building that is built on 
that territory.

DEPLOY_SOLDIERS ARG1 ARG2 This command is used to deploy 
soldiers on a territory specified 
by ARG1.
The number of soldiers to 
deploy is specified by ARG2.

The result is RESULT: 
DEPLOY_SOLDIERS ARG1.
ARG1 is the success or error 
message. The deployment is 
unsuccessful if the territory ID 
is incorrect or if the player does 
not have sufficient number of 
ready soldiers for deployment.
In case of a successful 
execution of the command, 
soldiers are deployed on the 
territory and they start 



defending the territory.

DEPLOY_EQUIPMENT ARG1 
ARG2 ARG3

This command is used to deploy 
equipment on a territory 
specified by ARG1.
The number of weapons to 
deploy is specified by ARG2 and 
the number of vehicles to 
deploy is specified by ARG3.

The result is RESULT: 
DEPLOY_EQUIPMENT ARG1.
ARG1 is the success or error 
message. The deployment is 
unsuccessful if the territory ID 
is incorrect or if the player does 
not have sufficient number of 
ready equipment for 
deployment.
In case of a successful 
execution of the command, the 
equipment specified is 
deployed on the territory and is 
used by the soldiers to defend 
the territory.

CALLBACK_CIVILIANS ARG1 
ARG2

This command is used to call 
back civilians from a territory 
specified by ARG1.
The number of civilians to call 
back is specified by ARG2.

The result is RESULT: 
CALLBACK_CIVILIANS ARG1.
ARG1 is the success or error 
message. The call back is 
unsuccessful if the territory ID 
is incorrect or if the player does 
not have sufficient number of 
civilians deployed on the 
territory.
In case of a successful 
execution of the command, 
civilians are called back from 
the territory and they become 
idle once again.

CALLBACK_SOLDIERS ARG1 
ARG2

This command is used to call 
back soldiers from a territory 
specified by ARG1.
The number of soldiers to be 
called back is specified by 
ARG2.

The result is RESULT: 
CALLBACK_SOLDIERS ARG1.
ARG1 is the success or error 
message. The call back is 
unsuccessful if the territory ID 
is incorrect or if the player does 
not have sufficient number of 
deployed soldiers that can be 
called back.
In case of a successful 
execution of the command, 
soldiers are called back from 
the territory and they become 
ready once again.

CALLBACK_EQUIPMENT ARG1 
ARG2 ARG3

This command is used to call 
back equipment from a 
territory specified by ARG1.
The number of weapons to be 
called back is specified by ARG2 
and the number of vehicles to 
be called back is specified by 

The result is RESULT: 
CALLBACK_EQUIPMENT ARG1.
ARG1 is the success or error 
message. The call back is 
unsuccessful if the territory ID 
is incorrect or if the player does 
not have sufficient number of 



ARG3. equipment deployed that can 
be called back.
In case of a successful 
execution of the command, the 
equipment specified is called 
back from the territory and 
becomes available.

GET_RESEARCH_PROGRESS This command is used to find 
out the details about a player’s 
nuclear and bioweapon arsenal.

The result is RESULT: 
GET_RESEARCH_PROGRESS 
TOTAL_BIOWEAPONS ARG1 
BIO_WEAPON_PROGRESS 
ARG2 
TOTAL_NUCLEARWEAPONS 
ARG3 
NUCLEARWEAPON_PROGRESS 
ARG4.
ARG1 is the total bioweapons 
that a player has and ARG2 is 
the percent progress on the 
next bio weapon.
ARG3 is the total nuclear 
weapons that a player has and 
ARG4 is the percent progress 
on the next nuclear weapon.

VIEW_DISTANCE ARG1 This command is used to find 
the distance between the 
player issuing this command 
and the player specified by 
ARG1.

The result is RESULT: 
VIEW_DISTANCE VEHICLES 
ARG1 SHIP ARG2 AIRPLANES 
ARG3.
Where ARG1 is the time it will 
take for vehicles to travel 
between the players, ARG2 is 
the time it will take for ships to 
travel between the players and 
ARG3 is the time it will take for 
airplanes to travel between the 
players.

DESTROY ARG1 This command is used to 
destroy a building present on 
the territory specified by ARG1

The result is RESULT: DESTROY 
Building on territory ARG1 has 
been demolished.
ARG1 specifies the id of the 
territory from which the 
building was destroyed.
An error message is displayed if 
the territory id is incorrect or if 
the player does not have 
enough resources to destroy 
the building. 

Commands in the War Menu:



Command Name Description Result

ATTACK ARG1 ARG2 ARG3 ARG4 
ARG5

This command is used to attack 
a territory held by another 
player.
The name of the player is 
specified by ARG1. The 
territory ID is specified by 
ARG2. The number of soldiers 
to be used in the war is 
specified by ARG3, the number 
of weapons to be used is 
specified by ARG4 and the 
mode of transport to be used is 
specified by ARG5. 

The result is RESULT: ATTACK 
ARG1 which is sent in the 
Message Group following the 
command invocation. ARG1 is a 
message indicating successful 
declaration of war. A war is 
successfully declared if the 
player name and territory id 
are correct and if the player has 
the required number of 
soldiers, weapons and vehicles 
available.
A COMMAND_ERROR is sent if 
any of the details are incorrect.
The other player is also notified 
about the war declaration.

GET_WAR_STATUS ARG1 ARG2 
ARG3

This command is used by a 
player to find the status of a 
war that is taking place which 
involves the issuer.
ARG1 specifies the name of the 
aggressor and ARG2 specifies 
the name of the defender. 
ARG3 is used to specify the ID 
of the territory where the war 
is taking place.

The result is RESULT: 
GET_WAR_STATUS Aggressor 
ARG1 Defender ARG2 Winner 
ARG3 Battles ARG4 Status 
ARG5 Weapons ARG6 Soldiers 
ARG7 Vehicles ARG8 where 
ARG1 is the name of the 
aggressor, ARG2 is the name of 
the defender, ARG3 is the 
name of the winner. This field 
is “none” if the war hasn’t 
ended. ARG4 is the number of 
battles that have taken place in 
the war, ARG5 is the status of 
the war. The status can be 
ACTIVE or COMPLETED. The 
weapons soldiers and vehicle 
count used by the issuer in the 
war is displayed as ARG6, ARG7 
and ARG8.
A COMMAND_ERROR is sent if 
any of the names of the players 
are incorrect, the territory id is 
incorrect or if war has never 
happened between the two 
players.

END_WAR ARG1 ARG2 This command is used by the 
Aggressor in a war to end the 
war that is being fought on 
another player’s territory. The 
name of the player is specified 
by ARG1 and the territory on 
which the war is being fought 
on is specified by ARG2.

Upon sending this command, 
the monitor requests a 
response for the END_WAR 
command from the defender.
If the defender accepts to end 
the war, the war ends and the 
remaining armies of the 
attacker are sent back. If the 



defender declines the end war 
request, the war goes on.
The result is RESULT: END_WAR 
ARG1 where ARG1 is a message 
indicating the response of the 
defender.

END_WAR_RESPONSE ARG1 This command is used to 
accept or decline the end war 
request. ARG1 can be Accepted 
or Declined.

If the response is Accepted, the 
enemy troops are allowed to 
leave the player’s territory. If 
the response is Declined, the 
war continues.

PRISONER_INFO This command is used to view 
the number of prisoners held 
by the issuer.

The result is RESULT: 
PRISONER_INFO ARG1 where 
ARG1 is the number of 
prisoners held by the player.

RELEASE_PRISONERS ARG1 This command is used to 
release ARG1 amount of 
prisoners held by the issuer.

The result is RESULT: 
RELEASE_PRISONERS ARG1 
where ARG1 specifies if the 
prisoners were released 
successfully or not. The 
released prisoners become 
stateless.
A COMMAND_ERROR is thrown 
if the player does not have the 
said number of prisoners held.

RETURN_PRISONERS ARG1 
ARG2

This command is used to return 
ARG2 amount of prisoners held 
by the issuer to the player 
specified by ARG1.

Upon sending this command, 
the monitor requests a 
response for the 
RETURN_PRISONERS command 
from the other player.
If the other player accepts the 
transfer, the prisoner transfer 
is complete and the prisoners 
are sent to the other player. 
With the other player, the 
prisoners are no longer 
prisoners, but they become 
civilians and can carry out all 
the tasks that can be carried 
out by civilians.
If the defender declines the 
return request, the prisoners 
stay with the issuer of this 
command.
The result is RESULT: 
RETURN_PRISONERS ARG1 
where ARG1 is a message 
indicating the response of the 
other player.

RETURN_PRISONERS_RESPONS
E ARG1

This command is used to 
accept or decline the prisoner 

The prisoners are transferred 
based on the response.



return request. ARG1 can be 
Accepted or Declined.

BIO_ATTACK ARG1 ARG2 This command is used to 
launch a bio attack on another 
player’s territory.
ARG1 specifies the identity of 
the other player and ARG2 
specifies the territory id of the 
other player.

The result is RESULT: 
BIO_ATTACK Bio attack 
launched on ARG1’s territory – 
ARG2.
Where ARG1 is the identity of 
the other player ad ARG2 is the 
territory id of the other player.

NUCLEAR_ATTACK ARG1 ARG2 This command is used to 
launch a nuclear attack on 
another player’s territory.
ARG1 specifies the identity of 
the other player and ARG2 
specifies the territory id of the 
other player.

The result is RESULT: 
NUCLEAR_ATTACK Nuclear 
attack launched on ARG1’s 
territory – ARG2.
Where ARG1 is the identity of 
the other player ad ARG2 is the 
territory id of the other player.


