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DRM and DMCA
DMCA

US copyright law making it illegal to produce and 
disseminate technology, devices, or services that
circumvent measures that control access to copy-
righted works

DRM
Access control technology for restricting the use of
copyrighted works – circumvention of controls is a
violation of DMCA

Fair Use
Brief excepts of works can be used without permission
in certain circumstances
examples: whistling a tune while walking down a street
time-shifting a TV program, reverse engineering code,
quote a line from The Simpsons in an email to a worker



  

DRM and DMCA
DRM: Digital Management of Rights

Not the management of digital rights!!
That is, DRM manages all rights which happen to
include rights applicable to permissions on digital
content!!
Control of trading, protection, monitoring and
tracking of all forms of rights usage over tangible
and intangible assets.  

DRM/DMCA: What’s the deal with security?
1. DRM may use encryption and controls to prevent

unauthorized use of content
2. DRM/DMCA may restrict legitimate and useful 

security research perhaps using reverse engineering
3. DRM/DMCA can prevent researchers from revealing

vulnerabilities in and exploits on technology 



  

DRM and DMCA
Example

HP threatens SnoSoft (Secure Network Operations, MA) 

A novel legal argument – HP claimed SnoSoft violated the
DMCA when one of its researchers released an exploit
that could give remote hackers control of systems running
HP's Tru64 Unix Operating System.

HP warned SnoSoft the incident exposed SnoSoft to potential
imprisonment and half a million dollars in fines.

Carly Fiorina was CEO at the time

Enormous outrage resulted.



  

DRM and DMCA
Example

HP threatens SnoSoft (Secure Network Operations, MA) 

A novel legal argument – HP claimed SnoSoft violated the
DMCA when one of its researchers released an exploit
that could give remote hackers control of systems running
HP's Tru64 Unix Operating System.

HP warned SnoSoft the incident exposed SnoSoft to potential
imprisonment and half a million dollars in fines.

Carly Fiorina was CEO at the time

Enormous outrage resulted.

HP backed down because its upper management was not 
aware of what a hot button DMCA is and because they 
did not want to be a poster child for DMCA abuse 



  

DRM and DMCA
Example

Felton and USENIX v. RIAA (2001) 

Recording Industry Association of America (RIAA) and 
Secure Digital Music Initiative (SDMI) threatened to use DMCA 
to prevent a scientific team, including Princeton and Rice 
University professors, from discussing their findings that the 
music industry's new “security” technology is not very secure

Felton filed suit asking federal court to declare that it is 
not a violation of DMCA to disseminate their results and that
they have protection to do so under the 1st ammendment

    



  

DRM and DMCA
Example

Felton and USENIX v. RIAA (2001) 

Recording Industry Association of America (RIAA) and 
Secure Digital Music Initiative (SDMI) threatened to use DMCA 
to prevent a scientific team, including Princeton and Rice 
University professors, from discussing their findings that the 
music industry's new “security” technology is not very secure

Felton filed suit asking federal court to declare that it is 
not a violation of DMCA to disseminate their results and that
they have protection to do so under the 1st ammendment

Case dismissed – lack of standing (did not demonstrate 
to the court sufficient connection to and harm from the
law or action challenged to support that party's participation
in the case)



  

DRM and DMCA
Example

Universal Studios v. Reimerdes/Corley (2000) 

Eight movie studios claimed that three defendants violated
DMCA by making DeCSS (DVD decryption software) available 
(trafficking in circumvention devices)



  

DRM and DMCA
Example

Universal Studios v. Reimerdes/Corley (2000) 

Eight movie studios claimed that three defendants violated
DMCA by making DeCSS (DVD decryption software) available 
(trafficking in circumvention devices)

Movie studios win.  Here is what the judge said:

  Plaintiffs have invested huge sums over the years in producing
  motion pictures in reliance upon a legal framework that, through
  the law of copyright, has ensured that they will have the exclusive
  right to copy and distribute those motion pictures for economic 
  gain.  They contend that the advent of new technology should 

       not alter this long established structure.  Defendants, on the
       other hand, are adherents of a movement that believes that 
       information should be available without charge to anyone clever 
       enough to break into the computer systems or data storage 
       media in which it is located.



  

DRM and DMCA
Example

Lexmark International Inc. v. Static Control Components Inc 

Lexmark designed an authentication system using a 
microcontroller so that only authorized toner cartridges could be
used in their printers. 

SCC developed a chip that duplicates the 'handshake' used
by the Lexmark chip, and includes a verbatim copy of the 
Toner Loading Program, which was necessary to allow the
printer to function. A Lexmark cartridge could successfully be 
refilled if Lexmark's chip was replaced with the SCC chip.
SCC sold its “Smartek” chips to toner cartridge rechargers.



  

DRM and DMCA
Example

Lexmark International Inc. v. Static Control Components Inc 

result:
Unlike patents, copyright protection cannot be applied to ideas,
but only to particular, creative expressions of ideas.

Lock out codes that must be performed in a certain way in order
to bypass a security system are generally considered  functional
rather than creative, and thus are unprotectable.

Lexmark's authentication sequence did not “control access” to the
printer engine program.  Rather, the purchase of the printer itself
allowed access to the program just by dumping the code so SCC
did not circumvent access control.

The idea of interoperability was supported

A defeat for companies battling with third party sellers



  

DRM and DMCA
Example

What if someone uses Amazon's EC2 service to commit 
copyright infringement?  Would Amazon have been 
automatically liable even if they had no idea?  What 
about Google Apps?  What about drugstore photo 
printing kiosks? 



  

DRM and DMCA
Example

What if someone uses Amazon's EC2 service to commit 
copyright infringement?  Would Amazon have been 
automatically liable even if they had no idea?  What 
about Google Apps?  What about drugstore photo 
printing kiosks? 

Cablevision intended to offer service that allows a 
subscriber to record programs on hard drives 
maintained in Cablevision's central offices.  To the 
subscriber the remote DVR would work just like the 
traditional set-top DVR -- the subscriber would 
choose what to record when to watch and when to 
delete programs.



  

DRM and DMCA
Example

20th Century Fox v. Cablevision (2007)

Movie industry claims that time-shifting, which is considered
fair use, and has usually been done by boxes in a home
environment, is being done remotely by Cablevision and
therefore a copyright violation. 



  

DRM and DMCA
Example

20th Century Fox v. Cablevision (2007)

Movie industry claims that time-shifting, which is considered
fair use, and has usually been done by boxes in a home
environment, is being done remotely by Cablevision and
therefore a copyright violation.

The district court in New York agreed with the plaintiffs and 
found that Cablevision would itself directly infringe copyrights 
if it launched the remote DVR service. 

 



  

DRM and DMCA
Example

20th Century Fox v. Cablevision (2007)

Movie industry claims that time-shifting, which is considered
fair use, and has usually been done by boxes in a home
environment, is being done remotely by Cablevision and
therefore a copyright violation.

The district court in New York agreed with the plaintiffs and 
found that Cablevision would itself directly infringe copyrights 
if it launched the remote DVR service.

The appellate court sided with Cablevision - held that (1) 
buffer copies lasting less than 1.2 seconds were not "fixed" 
sufficiently and thus not "copies" under the Copyright Act; (2)
the consumers who press record are the ones who are 
making copies not Cablevision; and (3) the playback of those 
copies was not a public performance since each copy could 
be played only by the consumer who recorded it. 

 



  

DRM and DMCA
Security Testing Exception to DMCA (2016)

Research is conducted in “good faith” if accessing a 
computer program solely for purposes of good-faith 
testing, investigation and/or correction of a security flaw 
or vulnerability, where such activity is carried out in a 
controlled environment designed to avoid any harm to 
individuals or the public, and where the information 
derived from the activity is used primarily to promote 
the security or safety of the class of devices or machines 
on which the computer program operates, or those who 
use such devices or machines, and is not used or 
maintained in a manner that facilitates copyright 
infringement

Such research is OK



  

DRM and DMCA
Security Testing Exception to DMCA (2016)

In particular:

Information derived is used solely to promote the
security of the owner or operator of the tested system

Information obtained is shared directly with the developer
of the system

Information obtained is not distributed in a way that might
enable copyright infringement or other legal violations

You can test a connected toaster or your own security system, 
but the DMCA will not protect you if you break into your 
neighbor's Wi-Fi or networks for the test

http://digital-law-online.info/lpdi1.0/treatise51.html 

http://digital-law-online.info/lpdi1.0/treatise51.html


  

DRM and DMCA
Examples

Computer programs operating on legal devices and software 
reverse engineered for cybersecurity research

Consumer devices, such as smartphones, tablets, and 
voting machines for research purposes

Vehicle testing

Medical device exploration by patients to access data

Video games, libraries, and video streaming for educational 
purposes

According to the FTC, the changes do not give security 
researchers a free pass to run riot. They still must abide 
by the US Computer Fraud and Abuse Act



  

DRM and DMCA
What about encryption?

The Senate Judiciary Committee felt strongly that the
provisions of the DMCA should not be used to stifle the
very encryption research that led to the technological 
measures the DMCA was designed to protect.

Using generally available tools is not illegal

Testing of an encryption algorithm or program that has
multiple uses, including a use as a technical protection
measure for copyrighted works, is OK if that testing is in
a form not implemented as a technical protection measure.

Encryption testing with consent of the copyright holder is OK

It is OK to publish results if they do not include step-by-step 
instructions for circumvention



  

DRM and DMCA
What about reverse engineering?

Reverse engineering to support interoperability is Fair Use

But:
If your access to the code you are studying is conditioned upon 
agreeing to any contractual terms (e.g. EULA, NDA, etc), you are 
at greater legal risk if your research activities do not comply with 
their stated terms and conditions. 

It is legally risky to study software you do not possess legally

It is highly risky to copy any code into a program you create as 
a result of reverse engineering, because that copy could infringe 
copyright unless it is a fair use under copyright law

It is legally risky to perform any network packet inspection unless 
(1) the network is configured to be accessible to the general 
public; (2) you have consent of all users whose packets are 
intercepted; or (3) you have consent of the network provider 
where the inspection is necessary for provision of the service 
or to protect the network provider’s rights and property.�



  

DRM and DMCA
What about reverse engineering?

Sega Enterprises v. Accolade 
Sega Genesis sued video game publisher Accolade after the 
publisher reverse engineered their console in order to make 
compatible games.  Accolade wired a decompiler to the 
console’s circuitry while loading three different, licensed ��
games. It then compared the disassembled code in order 
to ascertain the interface specifications for the console.

This information was then compiled in a written manual, 
which coders relied upon when developing Accolade’s �
Genesis-compatible games.  No Sega code was copied in 
Accolade’s game and the Accolade code was entirely ��
original.  



  

DRM and DMCA
What about reverse engineering?

Accolade initially lost in the district court 

The Ninth Circuit ultimately found that Accolade’s ��
”intermediate” copying (i.e., copying solely in order to �� ��
discover functional interface specifications that were 
then independently implemented) was a fair use, 
emphasizing that disassembly was the only way to 
gain access to the ideas and functional elements 
embodied in Sega’s copyrighted computer program �
and that Accolade had a legitimate reason for seeking 
such access. 

Sega sold the Genesis without any license agreements, 
so the court had no need to address any contractual 
prohibitions on reverse engineering.



  

DRM and DMCA
What about reverse engineering?

Blizzard v. BnetD5: 
BnetD was an open source program that let gamers play 
popular Blizzard titles like World of Warcraft on servers 
other than Blizzard's Battle.net service, thereby offering 
players more options. BnetD programmers agreed to 
Blizzard’s EULA and Battle.net’s TOU before reverse ��
engineering the game to create BnetD. The EULA and TOU 
expressly prohibited reverse engineering and hosting of 
Blizzard games on other servers. 



  

DRM and DMCA
What about reverse engineering?

Court held that these mass-market click-through licenses were 
enforceable contracts and that the programmers violated several 
parts of Blizzard's EULA, including the section on reverse engineering.  
Even though reverse engineering is a fair use under federal copyright 
law, the programmers waived their fair use rights through the EULA.
The court also held that the coders violated the anti-circumvention 
provisions of the DMCA when they coded BnetD servers to emulate 
the authentication sequence between Blizzard game software and the 
Battle.net server.  By doing so, BnetD circumvented Blizzard’s technical �
protection measure that controlled access to the copyrighted game 
software.  
Further, the DMCA exception for reverse engineering to achieve 
interoperability with an independently created computer program did 
not apply because BnetD copied more code than was purely 
necessary for interoperability in order to provide an identical play 
environment. The EULA did not authorize BnetD coders to use the 
game software with a non-Blizzard server. BnetD allowed infringing 
game software to operate. 
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