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Initial Reconnaissance  
Since I trusted the source, I did not believe it was malware. If it were, I would have contained it in a 

virtual machine or physical separated it from my daily driver machine. Since it was not, the first thing I 

did was run ‘file’ on the interesting ‘remmal’ file the output was as follows: 

 

This means that it is is a standard Intel x86-64 ELF file with dynamically linked dependencies with an 

unstripped symbol table. Therefore, static analysis would likely prove rather fruitful. 

Since this is dynamically linked, I like to see what we are dynamically linking in – therefore we run ‘ldd’ 

to see what is being dynamically linked into the file:  

 

This is very uneventful. It just links standard C libraries. 

The next thing to do is to probably run the file and see what it does. 

 
From this, you can recognize that it just prints out a string of text. This should be confusing for a few 

reasons. There needs to be something interesting here. 

 

Arguments 
The next thing that I did was import the file into Ghidra. From importing the file I did a standard analysis 

and attempted to find the strings table. From this, I wanted to find the string that we knew existed. Here 

is the table entry. You will notice a cross reference to main:00100937.  

 

I then followed this cross reference to a function that decompiles to this very clear function: 



 
This is rather interesting. It seems to take two parameters. One parameter seems to be the length and 

the variables and the other is an actual argument. This familiar from the C++ arg_count and args in the 

main function.  



H is an interesting function because it gets called before the second instance of anything happening and 

it’s currently a black box. It is probably a good thing to go through and see what it is doing. Here is the 

first call. It is just a wrapper for the f function with a parameter of 0x123.  

 

The next call is f  

 
which does not even use the parameter other than as a return variable. So, as far as I’m concerned, it’s 

pretty uneventful.  

Printstack does the following: 



 

Which means that it prints a pointer 24 below param_1 and 1var1. So, it’s giving us some sort of value 

on the stack. 

So, let’s use the information that we levered from main to understand more easily than trying to 

understand the stack. We have dynamic analysis capability – we might as well use it.  

 
So, this gives us some logic from the program and we can understand how things are being used pretty 



well. You can easily trace this through main.  

 

This was run with two parameters of 42 and 42.  

Then I went into the g function. The g function does an interesting thing. It runs the shellcode I think 

that we are interested in. This variable that we need gets set to that functions address if we meet the 

parameter 

 

So, the value must be greater – then we have it. We execute the shellcode at the bottom. 



 



The shellcode is as follows: 

 

So, it just does any execv on /bin/sh (opens a shell). 

 

This concludes our reversing of this program. 


