
  

Social Engineering

High Profile Attacks
   1. Greeks defeat Troy - “beware of Greeks bearing gifts”
       Important: Troy had fantastic security for 10 years
       then defeated themselves by assuming the Greeks
       were good losers (and imagining Trojans were naturally
       superior – big headedness is always a problem - 
       practically impossible to defend against)

   2. RSA SecureID
      https://bits.blogs.nytimes.com/2011/04/02/the-rsa-hack-how-they-did-it/ 
         https://arstechnica.com/information-technology/2011/06/rsa-finally-comes-clean-securid-is-compromised/ 

       $66 million in damage – cost of recovery to RSA 

        But greater losses were incurred by subscribers 

https://bits.blogs.nytimes.com/2011/04/02/the-rsa-hack-how-they-did-it/
https://arstechnica.com/information-technology/2011/06/rsa-finally-comes-clean-securid-is-compromised/
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High Profile Attacks
   3. WateringHole Attack on Carbon Black (as Bit9) 
       Description of Carbon Black is at 
       https://www.carbonblack.com/
       Description of Watering Hole Attack is at
       http://searchsecurity.techtarget.com/definition/watering-hole-attack 
       Attack description is at
            https://resources.infosecinstitute.com/topic/the-top-ten-most-famous-social-engineering-attacks/ 

       http://www.kashifali.ca/category/watering-hole-attack/ 
       also, scroll down to graphic about Hidden Lynx
            https://www.pcworld.com/article/2027803/security-firm-bit9-says-hackers-attacked-it-and-a-few-clients.html 

   4. Belgian diamond thief
          https://www.nbcnews.com/id/wbna17581876 

       $28 million in loses
       (but another Belgian robbery netted $100 million)

https://www.carbonblack.com/
http://searchsecurity.techtarget.com/definition/watering-hole-attack
https://resources.infosecinstitute.com/topic/the-top-ten-most-famous-social-engineering-attacks/
http://www.kashifali.ca/category/watering-hole-attack/
https://www.pcworld.com/article/2027803/security-firm-bit9-says-hackers-attacked-it-and-a-few-clients.html
https://www.nbcnews.com/id/wbna17581876
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High Profile Attacks
   5. Michigan employee victim of Nigerian Prince scam 
       Description of episode is at 
       http://modernnotion.com/michigan-nigerian-prince-scam/ 

   6. Target
              http://www.zdnet.com/article/anatomy-of-the-target-data-breach-missed-opportunities-and-lessons-learned/ 

       $39 million in loses (at least)

   Top ten from InfoSec Institute
        https://resources.infosecinstitute.com/the-top-ten-most-famous-social-engineering-attacks/ 

   10 Real and Famous Cases of Social Engineering Attacks
        https://gatefy.com/blog/real-and-famous-cases-social-engineering-attacks/ 

http://modernnotion.com/michigan-nigerian-prince-scam/
http://www.zdnet.com/article/anatomy-of-the-target-data-breach-missed-opportunities-and-lessons-learned/
https://resources.infosecinstitute.com/the-top-ten-most-famous-social-engineering-attacks/
https://gatefy.com/blog/real-and-famous-cases-social-engineering-attacks/
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Attack Types
   1. Phishing
       Most common
       →  obtain personal information (names, addresses, SS#)
       →  redirect users to bad websites in URLs that seem OK
       →  may include threats, fear, sense of urgency to get 
             user into act promptly
                    https://www.tripwire.com/state-of-security/security-awareness/6-common-phishing-attacks-and-how-to-protect-against-them/ 

   2. Pretexting
       Use an ostensibly legitimate motive as a cover for
       an actual, malicious one
       → A scammer pretends to need certain information to
            confirm a target's identity
       → A scammer pretends to be from an IT services auditor
           and asks to be let into the building
         https://www.social-engineer.org/framework/influencing-others/pretexting/  

https://www.tripwire.com/state-of-security/security-awareness/6-common-phishing-attacks-and-how-to-protect-against-them/
https://www.social-engineer.org/framework/influencing-others/pretexting/
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Attack Types
   3. Baiting
       Offer of item, e.g. music, to entice target
       Well known: free USB drives at a conference 
                     http://web.archive.org/web/20060713134051/http://www.darkreading.com/document.asp?doc_id=95556&WT.svl=column1_1 

   4. Quid Pro Quo (this for that)
       Same except a service is offered
       Well known: attacker poses as IT service provider,
       for example Microsoft
         https://threatcop.ai/blog/quid-pro-quo-attack/  

   5. Tailgating (a.k.a. piggybacking)
       Person lacking authorization follows a person with
       authorization into a restricted area
       http://www.theguardian.com/world/1999/dec/03/egyptaircrash.usa 

http://web.archive.org/web/20060713134051/http://www.darkreading.com/document.asp?doc_id=95556&WT.svl=column1_1
https://threatcop.ai/blog/quid-pro-quo-attack/
http://www.theguardian.com/world/1999/dec/03/egyptaircrash.usa


  

Social Engineering

Attack Types
   6. Vishing (voice phishing)
       Exploit one's willingness to help (get victim to make a call)
       Victim asked to give private info
                     http://www.telegraph.co.uk/finance/personalfinance/bank-accounts/10882193/I-lost-17500-in-vishing-scam-because-I-didnt-watch-The-One-Show.html 

   7. Smishing  (SMS phishing)
       Get victim to perform some action by texting
      https://www.comparitech.com/blog/information-security/smishing/ 

   8. Pharming (a.k.a. piggybacking)
       Redirecting internet domain requests to a malicious site
       http://resources.infosecinstitute.com/pharming-attack/ 

http://www.telegraph.co.uk/finance/personalfinance/bank-accounts/10882193/I-lost-17500-in-vishing-scam-because-I-didnt-watch-The-One-Show.html
https://www.comparitech.com/blog/information-security/smishing/
http://resources.infosecinstitute.com/pharming-attack/
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Safety Tips
    Do not open any emails from untrusted sources. 
    Be sure to contact a friend or family member in person 
    or via phone if you ever receive an email message that 
    seems unlike them in any way.

    Do not give offers from strangers the benefit of the doubt. 
    If they seem too good to be true, they probably are.

    Lock your laptop whenever you leave it 

    Purchase anti-virus software. No AV solution can defend 
    against every threat that seeks to jeopardize users'
    information, but they can help protect against some.

    Read your company’s privacy policy to understand under 
    what circumstances you can or should let a stranger into 
    the building.



  

Social Engineering

Penetration Testing and Social Engineering
    There are laws!! 
    https://securitycurrent.com/legal-issues-in-penetration-testing/ 

    Sample of illegal things:
       Impersonate a law enforcement officer
       Obtain federal documents
       Threaten harm to someone 

    Get “sign off” on all aspects of the pen test
       Pen test plan must be approved by the security manager 
       and a rep from the human resources department

    Management needs to know the pen test is going to happen
       even the president of the company

    Separate the phishing email from the exploitation step
       A user clicking the link in the email just hits a counter on a
       specially set up website
       Exploitation is done on the inside by the pen tester 

https://securitycurrent.com/legal-issues-in-penetration-testing/
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Social Engineering Toolkit
   https://github.com/trustedsec/social-engineer-toolkit/  
      http://www.social-engineer.org/framework/se-tools/computer-based/social-engineer-toolkit-set/ 

Propaganda
  https://www.youtube.com/watch?v=ffukW1Uqf9E  Applications of prop.
  https://www.youtube.com/watch?v=q-EKOJ5GFbk  History/future of SE
  https://www.youtube.com/watch?v=q8R9MDt4jEc  7 prop. techniques
  https://www.youtube.com/watch?v=-WpFzTplp28  Modern propaganda

Computer Attacks
   https://www.youtube.com/watch?v=lc7scxvKQOo        Vishing
   https://www.youtube.com/watch?v=Pd7x2bHVSAs      Kind of Phishing
   https://www.youtube.com/watch?v=YmGwdoS706M    Pretexting

https://github.com/trustedsec/social-engineer-toolkit/
http://www.social-engineer.org/framework/se-tools/computer-based/social-engineer-toolkit-set/
https://www.youtube.com/watch?v=ffukW1Uqf9E
https://www.youtube.com/watch?v=q-EKOJ5GFbk
https://www.youtube.com/watch?v=q8R9MDt4jEc
https://www.youtube.com/watch?v=-WpFzTplp28
https://www.youtube.com/watch?v=lc7scxvKQOo
https://www.youtube.com/watch?v=Pd7x2bHVSAs
https://www.youtube.com/watch?v=YmGwdoS706M
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Adolf Hitler quotes
The function of propaganda is … not to make an 
objective study of the truth … and then set it before 
the masses with academic fairness; its task is to 
serve our own right, always unflinchingly  

Propaganda, propaganda, propaganda.  All that matters
is propaganda

But it was not until the war [first WW] that it became
evident what immense results can be obtained by a
correct application of propaganda.  Here again, 
unfortunately, all our study had to be done on the 
enemy side, for the activity on our own side was 
modest to say the least… For what we failed to do the
enemy did, with amazing skill and really brilliant 
calculation.  I, myself, learned enormously from this
enemy war propaganda.   



  

Social Engineering

Adolf Hitler quotes
The bigger the lie the more likely it will be believed 
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