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Spear phishing is an e-mail spoofing fraud attempt that targets a specific organization, seeking

unauthorized access to confidential data. As with the e-mail messages used in regular phishing

expeditions, spear phishing messages appear to come from a trusted source... (Continued)
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Spear phishing is an e-mail spoofing fraud attempt that targets a specific organization, seeking

unauthorized access to confidential data. Spear phishing attempts are not typically init iated by

"random hackers" but are more likely to be conducted by perpetrators out for f inancial gain, trade

secrets or military information.

As with the e-mail messages used in regular phishing

expeditions, spear phishing messages appear to come

from a trusted source. Phishing messages usually appear

to come from a large and well-known company or Web site

with a broad membership base, such as eBay or PayPal. In

the case of spear phishing, however, the apparent source

of the e-mail is likely to be an individual within the

recipient's own company and generally someone in a

position of authority. 

Visit ing West Point teacher and National Security Agency expert Aaron Ferguson calls it the "colonel

effect."  To illustrate his point, Ferguson sent out a message to 500 cadets asking them to click a link

to verify grades. Ferguson's message appeared to come from a Colonel Robert Melville of West Point.
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Over 80% of recipients clicked the link in the message. In response, they received a notif ication that

they'd been duped and warning that their behavior could have resulted in downloads of spyware,

Trojan horse s and/or other malware.

Most people have learned to be suspicious of unexpected requests for confidential information and

will not divulge personal data in response to e-mail messages or click on links in messages unless they

are positive about the source. The success of spear phishing depends upon three things: The apparent

source must appear to be a known and trusted individual, there is information within the message that

supports its validity, and the request the individual makes seems to have a logical basis.

Here's one version of a spear phishing attack: The perpetrator f inds a web page for their target
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organization that supplies contact information for the company. Using available details to make the

message seem authentic, the perpetrator drafts an e-mail to an employee on the contact page that

appears to come from an individual who might reasonably request confidential information, such as a

network administrator. The email asks the employee to log into a bogus page that requests the

employee's user name and password or click on a link that will download spyware or other malicious

programming.  If  a single employee falls for the spear phisher's ploy, the attacker can masquerade as

that individual and use social engineering techniques to gain further access to sensitive data.

 

 

 

This was first publishe d in March 2011
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A Wall Street Journal article explains more about spear phishing.∙ SearchOpenSource.com offers advice on how to combat spear phishing.∙ Microsoft.com compares spear phishing with ordinary phishing expeditions.

The New York Times describes a case of spear phishing.
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Operation Phish Phry

Operation Phish Phry is a cybercrime investigation carried out by the United States Federal Bureau of

Investigation (FBI), the ... See complete definition

Rock Phish

Rock Phish is both a phishing toolkit and the entity that publishes the kit, e ither a hacker, or, more like ly, a

sophisticated ... See complete definition

whaling

Whaling is a type of fraud that targets high-profile  end users such as C-leve l corporate executives, politicians

and ce lebrities. See complete definition
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