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Penetration testing (also called pen testing) is a tool for testing a computer system,

network or Web application to find vulnerabilities that an attacker could exploit.
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Penetration testing (also called pen testing) is the practice of testing a computer system, network or

Web application to f ind vulnerabilit ies that an attacker could exploit .

Pen tests can be automated with software applications or

they can be performed manually. Either way, the process

includes gathering information about the target before the

test (reconnaissance), identifying possible entry points,

attempting to break in (either virtually or for real) and

reporting back the findings.

The main objective of penetration testing is to determine

security weaknesses. A pen test can also be used to test

an organization's security policy compliance, its

employees' security awareness and the organization's ability to identify and respond to security

incidents.

Penetration tests are sometimes called white hat attacks because in a pen test, the good guys are

attempting to break in.

Pen test strategies include:
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Targeted testing

Targeted testing is performed by the organization's IT team and the penetration testing team working

together. It 's sometimes referred to as a "lights-turned-on" approach because everyone can see the

test being carried out.

External testing

This type of pen test targets a company's externally visible servers or devices including domain name

servers (DNS), e-mail servers, Web servers or f irewalls. The objective is to f ind out if an outside

attacker can get in and how far they can get in once they've gained access.

Internal testing

This test mimics an inside attack behind the firewall by an authorized user with standard access

privileges. This kind of test is useful for estimating how much damage a disgruntled employee could

cause.
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Blind testing

A blind test strategy simulates the actions and procedures of a real attacker by severely limiting the

information given to the person or team that's performing the test beforehand. Typically, they may only

be given the name of the company. Because this type of test can require a considerable amount of

time for reconnaissance, it can be expensive.

Double blind testing

Double blind testing takes the blind test and carries it a step further. In this type of pen test, only one

or two people within the organization might be aware a test is being conducted. Double-blind tests can

be useful for testing an organization's security monitoring and incident identif ication as well as its

response procedures.

See also: torture test, regression testing, smoke test, automated test equipment, performance

testing
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Thomas Rude's article, "Knockin' At Your Backdoor" is available on his Web site.
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Related Terms

auditor

In Web advertising, this usually means a third-party company that audits the number of visitors to or impression

sent from a Web ... See complete definition

obfuscation

Obfuscation, in general, describes a practice that is used to intentionally make something more difficult to

understand. In an ... See complete definition

static verification

Static verification is the set of processes that analyzes code to ensure defined coding practices are  be ing

followed, without ... See complete definition
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How to address security risks
posed by middleware tools

Middleware tools can present a huge vulnerability, enough

to offset their benefits. However, with some simple steps

you can ...
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SOA trends: From microservices to
appdev, what to expect in 2015

From the latest architectures to the DevOps movement,

industry professionals shared what they think will be the

biggest SOA ...
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