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Cisco software is used in many of
the internet's routers
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Cisco acts to silence researcher
Networking giant Cisco
Systems has taken legal
action to stop a researcher
talking about a flaw in its
software.

The company filed for a
restraining order against
Michael Lynn after he gave a
presentation on the flaw at a
security conference in Las
Vegas.

Mr Lynn said the flaw in the Cisco software could expose the
internet to a crippling attack.

The hole has already been fixed by software updates to Cisco
routers, which are widely used for net traffic.

Black Hat talk

The legal filing was made jointly by Cisco and Mr Lynn's former
employee, Internet Security Systems.

Cisco said it was trying to protect its intellectual property by
stopping any further revelations about the software flaw.

Mr Lynn said he left his job so that he could deliver his
presentation to the Black Hat conference of computer
security professionals on Wednesday 27 July.

In his talk, he showed how an attacker could exploit a known

SEE ALSO:
Cisco gets new technology boost 
11 May 05 |  Business
Swedish teenager held over
hacks 
11 May 05 |  Technology
Arrest in Cisco source code theft 
20 Sep 04 |  Technology

RELATED INTERNET LINKS:
Cisco
Internet Security Systems
Black Hat conference

The BBC is not responsible for the
content of external internet sites

TOP TECHNOLOGY STORIES

US lifts lid on WikiLeaks probe 
Bing gains market share in search
'Virtual human' makes Xbox
debut 

| News feeds

http://www.bbc.co.uk/go/toolbar/i/-/home/i/
http://www.bbc.co.uk/go/toolbar/i/text/-/home/i/
http://www.bbc.co.uk/go/toolbar/i/-/news/2/hi/
http://www.bbc.co.uk/go/toolbar/i/-/news/sport2/hi/
http://www.bbc.co.uk/go/toolbar/i/-/radio/i/
http://www.bbc.co.uk/go/toolbar/i/-/tv/i/
http://www.bbc.co.uk/go/toolbar/i/-/weather/i/
http://www.bbc.co.uk/go/toolbar/i/-/worldservice/languages/
http://news.bbc.co.uk/text_only.stm
http://www.bbc.co.uk/accessibility/
http://www.bbc.co.uk/accessibility/accesskeys/keys.shtml
http://www.bbc.co.uk/a-z/
http://news.bbc.co.uk/
http://www.bbc.co.uk/mediaselector/check/player/nol/newsid_6900000/newsid_6903100?redirect=6903113.stm&news=1&nbram=1&nbwm=1&bbwm=1&bbram=1&asb=1
http://news.bbc.co.uk/go/news/int/banner/story/services/-/2/hi/help/products_and_services/default.stm
http://news.bbc.co.uk/2/hi/default.stm
http://news.bbc.co.uk/2/hi/africa/default.stm
http://news.bbc.co.uk/2/hi/americas/default.stm
http://news.bbc.co.uk/2/hi/asia-pacific/default.stm
http://news.bbc.co.uk/2/hi/europe/default.stm
http://news.bbc.co.uk/2/hi/middle_east/default.stm
http://news.bbc.co.uk/2/hi/south_asia/default.stm
http://news.bbc.co.uk/2/hi/uk_news/default.stm
http://news.bbc.co.uk/2/hi/business/default.stm
http://news.bbc.co.uk/2/hi/health/default.stm
http://news.bbc.co.uk/2/hi/science/nature/default.stm
http://news.bbc.co.uk/2/hi/technology/default.stm
http://news.bbc.co.uk/2/hi/entertainment/default.stm
http://news.bbc.co.uk/2/hi/also_in_the_news/default.stm
http://news.bbc.co.uk/2/hi/video_and_audio/default.stm
http://news.bbc.co.uk/2/hi/programmes/default.stm
http://news.bbc.co.uk/2/hi/talking_point/default.stm
http://news.bbc.co.uk/2/hi/in_pictures/default.stm
http://news.bbc.co.uk/2/hi/country_profiles/default.stm
http://news.bbc.co.uk/2/hi/in_depth/default.stm
http://news.bbc.co.uk/sport1/hi/default.stm
http://www.bbc.co.uk/weather/i/
http://www.bbc.co.uk/onthisday
http://www.bbc.co.uk/blogs/theeditors/
http://newsvote.bbc.co.uk/mpapps/pagetools/email/news.bbc.co.uk/2/hi/technology/4724791.stm
http://newsvote.bbc.co.uk/mpapps/pagetools/print/news.bbc.co.uk/2/hi/technology/4724791.stm
http://news.bbc.co.uk/2/hi/business/4535065.stm
http://news.bbc.co.uk/2/hi/technology/4536005.stm
http://news.bbc.co.uk/2/hi/technology/3672242.stm
http://www.cisco.com/
http://www.iss.net/
http://www.blackhat.com/
http://news.bbc.co.uk/2/hi/technology/default.stm
http://news.bbc.co.uk/news/10596057
http://news.bbc.co.uk/news/10628973
http://news.bbc.co.uk/news/10623423
http://news.bbc.co.uk/1/hi/help/3223484.stm?rss=/rss/newsonline_world_edition/technology/rss.xml


MMIX Back to top ^^

vulnerability in Cisco's router software, explaining how this
could severely affect the internet.

Cisco is aware of the flaw and patched it in recent software
updates to its routers.

The company is the world's largest maker of equipment used
to connect computers and power the internet.

Last year, the core software for its routers was stolen and
released on the internet. 
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