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This Document describes the approach of team seven (Team Metapod) during the CS6055 Final 

(CDX competition). This report will describe hosting, communication, strategy, hardening, 

monitoring, and attack analysis. 
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Hosting 

Host machine 

Host setup 

Kyle brought in an old laptop that he no longer uses to function as our host machine. The host 

machine was kept in Chris’ apartment on Wi-Fi. On the host machine, we replaced the existing 

Windows operating system with Ubuntu. Wireshark was installed on the host machine to allow 

us to monitor network traffic, along with TeamViewer and Virtual Box. TeamViewer is a 

program used to allow remote access to machines, thus allowing all team members access the 

host machine from their own computers. Virtual Box enabled us to run the virtual machines. 

Remote setup 

Because the host machine was not going to be kept on UC’s network, we had to remote into 

UC’s network in order to participate in the CDX properly. To do this, our team used OpenVPN 

and SSH. UC’s network boots a user from VPN after four hours; to work around this issue, our 

group established a socks proxy through SSH. This allowed our host to maintain a constant VPN 

connection. We were not booted out every four hours because of this.  

Virtual Machines 

Virtual machine setup 

We used an Ubuntu operating system provided by the course’s professor. This operating 

system was imported into a Virtual Box VM, then cloned after minor hardening.  We changed 

the login password, setup the manual IP address, installed UFW, and removed the “Damn 

Vulnerable Web Application” before cloning the VM. 

Virtual machine network setup 

We set the network type for each virtual machine to a bridged adapter, because we had already 

set up a VPN into UC’s network with tap0. We selected tap0 as the network name. The IP 

address of each virtual machine was then set to one of the three addresses given to us by the 

professor. Each of these IP addresses was some variation of 10.8.0.2XX. Our IP addresses were 

10.8.0.229-231. This allowed the IP address to connect to the professor’s server through the 

proper port. The MAC addresses of each VM were not changed until December 3rd, causing 

problems discussed below in the Problems section. 

  



 

Communication 
Before the start of the competition, we created a Facebook message group, involving each 

member. This allowed everyone to communicate with instant messaging as one group. We also 

met in person frequently, and shared phone numbers and emails. Document sharing was done 

through Google Drive. Facebook messenger was used as the primary source of communication. 

Facebook Messenger 

Facebook messenger was used in a manner similar to group texting or an instant messenger. 

The messenger was used to discuss issues and communicate while changing shifts. For example, 

if Kyle’s shift is ending and Angie’s is starting, Kyle would verify that Angie is monitoring the 

machine before he logs off. Messenger was also used to communicate during shifts—if 

someone had an issue or saw the service went down during their shift, they could put out a 

message to the group asking for help. Everyone who sees the message would come on to try 

and assist. This was particularly useful when Chris and Angie worked to solve an issue with the 

MySQL database (discussed in the Attacks section later). Figure 1 shows an example of a 

conversation that occurred on December 5th. 



 

Figure 1. Facebook Messenger example. This snippet was taken from around the time when the services went down due to 

Angie's account being blocked from UC Filespace, presumably due to being connected for over 48 hours. 

Google Drive 

Google Drive is a cloud storage service provided by Google. These services include office suite 

software, similar to those in Microsoft Office. We chose to use the Google equivalents to 

Microsoft Excel and Microsoft Word (Google Sheets and Google Docs) as collaboration is much 

easier and can be done at real time (all four of us are able to edit the same document at once). 

Important information like user credentials and the shift schedule were stored here and 

created using these services. This allowed everyone to edit any of these documents from any 

device. Figure 2 gives an example of what a Google Drive folder entails, including a summation 

of activity in the folder.. 



 

Figure 2. Screenshot of the Google Drive folder used for the CDX. 

Strategy 

Scheduling 

We decided it would be best to have someone monitoring the machines at all times. That way, 

if a machine’s service were to fail, it could be immediately dealt with. The shifts were broken 

down into periods of approximately three hours non-stop (Figure 3). The shifts average out with 

each member taking two shifts a day. Chris and Angie took morning and evening shifts, Kyle and 

Cory took the afternoon, late night, and early morning shifts. A Google Sheets document was 

used to organize and keep track of all the shifts. The shifts were not always in the same order, 

to compensate for classes and travel time. Figure 3 shows a portion of the schedule. 



 

Figure 3. The beginning portion of the shift schedule for monitoring the machines. The schedule ran through 13:00 on 

December 5th. 

Incident Response 

We agreed as a group that should a problem occur, a Facebook message should be sent out 

requesting assistance. Any who see the message would log on and attempt to assist the group 

in remedying the problem. All responses were documented in the incident monitoring 

spreadsheet. If there was ever a problem, it was noted into the spreadsheet. When the issue 

was fixed, it was also noted in the spreadsheet (Figure 4). 

 

Figure 4. Capture of the spreadsheet used to keep track of the reported CDX status and our own results. Note that this was 

taken during the period wherein Angie was fixing the database accounts for WordPress. 



Hardening 

Change virtual machine user passwords 

We changed the passwords on the virtual machines. This was an important task because the 

red team was provided with the operating system, meaning they were already aware of what 

the credentials were. The password used both upper and lower case characters, numbers and 

symbols, was 22 characters in length. This prevented brute forcing and password guessing. 

Changing these credentials made it such that the red team could not gain control of the 

machine by simply logging in. 

Remove Damn Vulnerable Web Application 

The Damn Vulnerable Web Application (DVWA) is a web application that was included to add 

vulnerabilities to our operating systems. DVWA was not a required service, we decided to 

remove it. We removed DVWA from both /etc/www/html and dropped the MySQL database. 

We also removed the user associated with that MySQL database. 

Install Uncomplicated Firewall 

We installed the Uncomplicated Firewall (UFW). This firewall would have allowed us to restrict 

traffic in any way we would have liked, block access to ports, or even put time delays on 

requests. Unfortunately, we did not have time to set up acceptable rules before the start of the 

competition. UFW is set to allow all by default, so we decided disable the UFW to prevent us 

from having to worry about it being used against us. 

Changed MySQL credentials 

MySQL had a situation similar to the one with the user credentials for the operating system. 

The red team had access to what the credentials were before we had the operating system, as 

everything was left as the default. In any new install of MySQL, the root user has the username 

root, with no password. The MySQL account associated with the WordPress database was set 

up to be username student with the password student, something the red team would know 

from the beginning. We changed the usernames and passwords to something much more 

difficult to guess and dropped any unnecessary users. Since the red team had access to the 

original operating system, it would have been trivial for them to access to the MySQL server. 

We also checked the privileges granted to each account in order to ensure that none of the 

accounts had been secretly granted root-level privileges on the MySQL server, but ultimately 

did not have to change any of the privileges. 



Monitoring 
Monitoring the machines was both manual and automated. Automated monitoring was done 

through a script that Kyle wrote. This script would check the CDX website; if our status changed 

from the last time the website was updated, a text message alert was sent out to the group. 

The code can be viewed at Kyle’s GitHub at https://github.com/Hehk/CyberDefenseTextAlert. Manual 

monitoring was a bit more extensive. Each team member monitored the machines during their 

shift. If the CDX site reported that a service was down, they would run an nmap scan against all 

the VMs from the host machine to see whether the service was, in fact, down. If the nmap scan 

determined that the service was up, the WordPress sites themselves were accessed via FireFox 

from the host. In order to ensure that the DNS was still working properly, we would ping 

cdx.uc.edu and then confirm that the MySQL server was still up (via mysqladmin –status) in 

each VM. Once we confirmed that all of the services still worked on our end, we made note of 

this in a spreadsheet we updated with each update on the CDX site. 

To monitor traffic, we had a Wireshark capture running constantly on the host machine. The 

idea behind this was that we would use the capture to find any malicious traffic that occurred 

around the time of a service being brought down, if necessary. 

Attack Analysis 
To our knowledge, one “attack” was performed on the machine. No services were brought 

down; the red team merely accessed the WordPress site via its login page, which we had yet to 

change by the time the attack occurred. This “attack” occurred on December 2nd, around 21:00, 

and as Angie’s shift started. The red team uploaded an image and set it as the site’s banner (see 

Figure 5). The affected WordPress site was hosted on 10.8.0.230. They also changed the home 

and site-url to http://localhost/ on 10.8.0.229 and 10.8.0.231. Initially, we though that these 

attacks were the result of not updating the MySQL credentials for the account with access to 

the WordPress database. However, we later discovered that they merely used the student / 

student login on the WordPress site. Regardless, the MySQL account name was changed to 

wpadmin and password to suckitTREBEK2016 on December 3rd around 6:45 am, when Angie 

determined how to update the WordPress config to be able to access the MySQL database with 

the new credentials. (We had previously changed the MySQL WordPress database credentials 

prior to the competition starting, however had not determined how to change the WordPress 

configuration to use them, and therefore had to revert them back to their initial values for the 

start of the competition.) The WordPress site login’s password was also changed, and the image 

deleted, soon after. The WordPress site’s account name could not be changed as WordPress 

does not support a user changing their account name. 



 

Figure 5. The temporary new banner on 10.8.0.230. 

To fix the home and site-url changes, Chris and Angie had to manually log in to the MySQL 

server and change the options table in the WordPress database. This issue was resolved on 

December 3rd as well at 10:20, after they noticed that the sites on those two machines did not 

work properly (at around 09:40).  

However, due to a power blip at Chris’ apartment, the host machine went down on December 

3rd at 16:07. Thanks to our hubris, we had not saved the WireShark captures yet, and lost any 

captured traffic from the beginning of the competition until that point. After this incident, 

Angie set up WireShark to split captures, each one saving after four hours of traffic.  

After the event concluded, we scanned through the surviving WireShark logs. Most of what we 

discovered in the logs was either traffic generated from the machine doing the scoring, or what 

appeared to be benign traffic.  

Problems 
Most of our down time we eventually discovered, thanks to an e-mail from another team, was 

due to conflicting MAC addresses interfering with our connection to the server. This is why our 



services always seemed to be up on our end, but down according to the machine doing the 

scoring. Once we fixed that issue, we ran into a problem wherein OpenVPN kept restarting, due 

to multiple instances of it running. All of these particular issues were resolved by approximately 

18:26 on December 3rd.  The only other downtime we knowingly experienced was on December 

4th at 13:16, when UC blocked Angie’s account from UC filespace. It was back up by 13:26, this 

time using Chris’ account.  


