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Security Needs

Privacy: information stolen by bad-guys may cause disaster

Multiple levels of privacy: launch codes vs. location of ships

Anonymity: a spy must be anonymous while working

Authentication: party on the other end must be a good-guy

Integrity: data should not change in transit or over time

Repudiation: sender can deny sending message

Non-repudiation: sender cannot deny sending message

Plausible deniability: receiver cannot prove sender to others

Audit: logging of events to detect fraud if it occurs

Self destruct: message is destroyed on delivery



Attacks

Advanced Persistent Threat (APT):
state-sponsored: undermine economy, security of an adversary

Criminal:
fraud: credit card losses
scams: con artists on the web
destruction: SCADA - critical infrastructure - rogue state
intellectual property: jet engine designs
identity theft:
brand theft: counterfeits with names similar to genuine

Privacy:
surveillance: attacker gets to know who talks to whom
databases: data harvesting to get names of targets
traffic analysis: changes in flow suggest strategy changes of adversary

Publicity:
deface website: hacktavists on religious or government sites
DoS: “Anonymous” attacked Church of Scientology

Legal: try to convince jury of flaw in system



Attacks

Legal: try to convince jury of flaw in system

Example:
Man complains fraudulent withdrawals were made from his account via ATM
Bank says its impossible and accuses man of fraud
Man is brought to trial
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Man complains fraudulent withdrawals were made from his account via ATM
Bank says its impossible and accuses man of fraud
Man is brought to trial
Man is convicted even though:

1. bank never investigated the transactions
2. bank has no quality assurance for its software
3. never any external security assessment
4. programmers claimed the system was written in assembly

and a bug would cause system to crash



Attacks

Legal: try to convince jury of flaw in system

Example:
Man complains fraudulent withdrawals were made from his account via ATM
Bank says its impossible and accuses man of fraud
Man is brought to trial
Man is convicted even though:

1. bank never investigated the transactions
2. bank has no quality assurance for its software
3. never any external security assessment
4. programmers claimed the system was written in assembly

and a bug would cause system to crash
Ruling overturned: bank refused to have defense examine system security

Moral: avoid need to convince a jury that system might be flawed



Who Are The Attackers?

Hackers: do it for fun or to alert a sysadmin

Criminals: do it for monetary gain

Malicious insiders: ignore perimeter defenses (dangerous)

Industrial espionage: why the internet is nearly free

Media: looking for a scoop, hide behind “right to know”

Media: Murdoch’s News of the World scandal!
Media: https://www.latimes.com/world/europe/la-fg-british-scandal-murdoch-20150611-story.html

Organized crime: bank thefts in different countries

Police: may take more risk than others

Terrorists: cause harm rather than seek information

National and international intelligence agencies:

APT: undermine economy, destroy/disrupt infrastructure



Network Basics

OSI model (1984) - seven layers:

1. physical: unstructured stream of bits across a link

2. data link: organizes physical layer’s bits into frames

3. network: computes internet paths; creates and forwards
packets from source to destination

4. transport: establishes reliable communication stream

5. session: extra features to maintain reliability

6. presentation: encodes application data into a
system-independent format

7. application: user applications



Network Basics

TCP/IP model (DoD adoption in 1982) - five layers:

1. physical: unstructured stream of bits across a link

2. data link: organizes physical layer’s bits into packets

3. network: computes internet paths and forwards packets
from source to destination
Internet Protocol (IP) just delivers packets

4. transport: establishes reliable communication
TCP: sequence numbers, requests retransmit
UDP: provides a datagram service

5. application: user applications

Note: a protocol is a set of rules implementing standards, policies, and formats
for communication between networked devices with the aim of providing
some service.



Network Basics

Why Layers?

New protocols for safely, reliably, confidentially

communcating information can be facilitated without

fundamentally changing the transport or physical nature

of the internet.

The idea is to send data in packets with a header

containing subsections each with some layer information.



Anatomy of an Ethernet Frame

Note: an ethernet frame is the payload of an ethernet packet
which begins with 8 bytes of alternating 0s and 1s plus
a byte that breaks this pattern to signal start of frame



Network Protocol Examples

Layer Protocol Description

Link SLIP/PPP forms of data encapsulation for serial lines

Ethernet
provides for transport of information between
physical locations on ethernet cable

Network IP
provides mechanism to use software to address
and manage data packets

ARP
used to find the hardware address
(XX:XX:XX:XX:XX:XX) from a specific IP
address (XXX.XXX.XXX.XXX).

Transport TCP assures reliable communication

UDP for fast transport

ICMP
for transport management
(e.g. packet routing)

Application SMTP email transport

FTP file transfer

DNS resolve IP address from name



Packet Header - Destination



Packet Header - Source



Packet Header - Port



Packet Header - IP Layer



Packet Header - TCP Layer



Packet Payload



Address Resolution Protocol Packet



Remote Procedure Call



Firewalls

Why?

Secure a network from other, insecure networks

Usually the first line of defense against attacks

Most applications have weak security features

Nature of protection

Damage limited to a few machines: network segmentation

Confidentiality: hard for attacker to see network topology

Corruption of data: hard for attacker to access network

Denial of service: rules to deny protocols, ports, addresses



Firewalls

Where does it go?

Firewall/
Router

WorkstationWorkstation Workstation

. . . . . .

Secure
Private Network

Internet



Firewalls
How does it protect?

Network Address Translation (NAT)
each machine gets a local address 198.162.1.xxx
outside world communicates to machine through a port

Examines every packet
if packet passes certain criteria it passes to recipient
otherwise it is blocked, and incident may be logged

Logs traffic
analysis of logs may lead to denied IP addresses etc.

Examples of filtering rules:
source and/or destination address and port numbers
type of traffic (say by protocol - maybe disallow ntp)

packet attribute or state



Firewalls
How can it filter?

Depends on the layer at which the firewall operates

Layer 3: Packet Filtering Firewall
can determine whether packet is from trusted source
knows destination and port number
cannot be concerned with what it contains or

the contents of other associated packets

Layer 4: Circuit Level Gateway
can monitor TCP handshaking protocol for legitimacy
can hide protected network details from the outside

Layer 5: Application Level Gateway (Proxy)
can check application level commands and packet contents
can log user logins and activity



Packet Filter Firewall (IP Layer)
Good:

cheap
transparent to end users: apps do not have to be reworked
can filter services built around firewall-supported protocols

Bad:
administrator must be familiar with network protocols
no authentication
does not conceal protected network’s architecture
a compromised computer deemed secure can get through
does not protect against weaknesses in unfiltered services
logs would be meaningless



Circuit Level Gateway (TCP Layer)
Good:

conceals network topology from outsiders

non-requested data coming from outside the firewall is

not allowed into the protected network

Bad:
does not filter individual packets

unless combined with another form of filtering, any type of

data requested from inside the firewall is allowed though



Application Level Gateway (Proxies)
Good:
no direct communication between inside and outside computers
all incoming and outgoing packets are filtered through proxy

can filter on content, e.g. http::get or taboo subject matter

can log activity effectively

security rules are easy to define - defer analysis to apps

user authentication is implemented

internal architecture of the network may be concealed
network address translation

Bad:
not transparent to end users: must configure client computers

system administration is much harder



Firewalls
General problems:

convenience is sacrificed
firewall can be a traffic bottleneck
security is concentrated in one spot



Firewalls

Attacks that can be averted: Arp Poisoning

Need to resolve a MAC address against an IP addr
Broadcast “Who has 10.63.1.1 Tell 10.63.1.91”

Router

SwitchSwitch Switch

. . . . . .

Behind
the Router

Ahead of the Router

. . . . . . . . .

Users /Attackers / Victims



Firewalls

Attacks that can be averted: Arp Poisoning

Need to resolve a MAC address against an IP addr
Broadcast “Who has 10.63.1.1 Tell 10.63.1.91”

Router/Firewall Static ARP Cache

. . . . . .

Behind
the Router

Ahead of the Router/Firewall

Users /Attackers / Victims



Firewalls

Attacks that can be averted: Syn Flood

Each TCP/IP layer imposes limits regarding the number
of TCP connections waiting for a port (usually small) and
therefore service. Normal handshake for entry is as follows:

1. A SYN ✲ B

2. A ✛ SYN/ACK B

3. A ACK ✲ B

If no ACK is received in 75 sec the request is cancelled.
If SYN/ACK goes to wrong machine, RST is sent instead.
Bad guy uses bogus address, never responds to SYN/ACK.
The result is denial of service.
Fix: do not accept SYNs from the internet



Firewalls

Attacks that can be averted: IP spoofing

Bad guy uses IP address of trusted GG-X to send packets
to GG-Y. But ACK packets are sent to GG-X. At the
same time bad guy SYN floods GG-X so it can’t send RST.

Bad Guy . . . Firewall . . .

GG-X GG-YGG-X is trusted by GG-Y
no password needed by sysadmin
to login to GG-X or GG-Y from GG-X

To succeed, bad guy spoofs internal address
so, use firewall rule that drops packets coming
from outside, but having internal source addresses



Firewalls

Attacks that can be averted: Source Routing

Strict source routing: option to force a return path
Loose source routing: option forces a node in return path

Good Guy

Bad Guy

✛ . . . . . . . . . . . . . . . . . . . .

Firewall

Access
List

Bad guy spoofs address of good guy
But packets will go to good guy and may miss the bad guy
So bad guy enables loose source routing
Firewall can just drop source routing packets

✲
✛

❄

http://www.networksorcery.com/enp/protocol/ip.htm



Firewalls

Attacks that can be averted: ICMP Redirect

Tells router to override something in its routing table
Router tells host there is a better route or this one is wrong

Bad Guy Router

Router
Table

Bad guy acts as host, sends ICMP redirect to router
and puts its address into one or more paths.
May also be used for DoS (route to nowhere, service inaccessible)

✲

http://www.networksorcery.com/enp/protocol/icmp.htm



Firewalls

Attacks that can be averted: Others

Ping Flood: (ICMP) disruption of bandwidth

IP Fragmentation: IP packets can be 65536 bytes
but frames are 1500 bytes max.
Since TCP information is only in the packet header
an attacker can set the “more fragments” flag to 1
in the frame following the last and can set a fictitious
sequence number in the “fragment offset” field to
force a buffer overflow

Server Hijacking: Broadcast music to dorms from victim

Bugs in Applications: Block traffic to unnecessary servers

Bugs in the OS: More serious - care must be used to
select one that performs and is relatively safe


